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Executive Summary 

Background 

It has always been important for organisations to identify and manage their risks. This view has been 

reinforced by public sector legislation i.e. Accounts and Audit Regulations 2015 and National 

Standards i.e. ISO31000:2018 Risk Management Principles and Guidance, which explicitly references 

to authorities’ risk management arrangements.  

Risk Management is the systematic identification, analysis and economic control of opportunities and 

risks that challenge the assets, reputation and objectives of an organisation.  

It enables the Council to effectively manage strategic decision making, service planning and delivery 

to safeguard the well-being of its stakeholders and increases the likelihood of achieving its outcomes.  

Effective risk management is an essential element of good management and a sound internal control 

system, risk management being a key contributor to good governance and the Annual Governance 

Statement. 

The Council has responded to the above by including Financial Regulation C: Risk Management and 

Internal Control within the Council’s Constitution which states:  

C.1 Directors are responsible for ensuring the development and monitoring of effective and 

comprehensive systems for identifying, evaluating and controlling significant business risks in their 

service areas.  

C.2 The Chief Financial Officer (Director: Strategic Finance) is responsible for the development, 

monitoring and review of the Council’s risk management policy statement and strategy, which is 

approved by Cabinet and for reviewing the effectiveness of risk management. The Chief Financial 

Officer is also the Council’s principal risk management adviser and co-ordinator.  

C.3 The Chief Financial Officer will assess the Council’s overall insurance requirements and will be 

responsible for arranging all insurance cover. The Chief Financial Officer will review insurance cover 

on an annual basis and will consult with Directors prior to arranging cover where appropriate.  

C.4 Each Director shall be responsible for identifying, assessing and controlling risks within his or her 

service area taking into account any advice that the Chief Financial Officer may have issued.  

Audit Risk Assurance (ARA) within Strategic Finance, support the implementation of effective risk 

management arrangements across the Authority. 
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Key Outcomes in 2018-2019

ARA SHARED SERVICE 
Since June 2015, Gloucestershire 
County Council (as host authority) 
entered into a shared service 
collaboration agreement with Gloucester 
City Council and Stroud District Council 
to provide an Internal Audit, Counter 
Fraud, Insurance and Risk Management 
Service (i.e. Audit Risk Assurance 
(ARA)).  

Significant Insurance premium savings 
achieved for our partners. 

In addition, ARA provides an Internal 
Audit and Counter Fraud service to 
clients under contractual arrangements. 

ARA has been supporting partners in 
embedding the principles of good risk 
management into their day to day 
business practices and decision making 
processes. 

Key Outcomes in 

2018-2019 

HIGHWAYS PROJECT 
SUPPORT 2018-19 
ARA has continued to provide 
support to a number of major 
highways projects. Specific 
support has been provided to 
/projects that are strategic, 
high risk and/or complex. 

RISK MANAGEMENT 
TRAINING/BRIEFINGS  

Audit Risk Assurance (ARA) has 
continued to provide risk management 
training sessions, workshops and 
presentations; in particular: 
 

 Risk Management forms part of the 
corporate e-Induction for all new staff 
and is included within the HR and 
employee handbook; 

 Senior Management workshop on 
Strategic Risks; and 

 Annual Governance Statement 
briefings to Members of the Audit and 
Governance Committee and Corporate 
Management Team incorporating 
governance / risk assurance mapping 
processes. 

RE-ESTABLISHED THE RISK 
MANAGEMENT GROUP 
To improve communications, 
share good practice, identify and 
evaluate strategic, 
programme/project and 
operational risks within the 
Council, ARA has re-established 
the corporate Risk Management 
Group. The Group includes 
Cluster Risk Champions and 
other specialist risk officers within 
the Council to enable good risk 
management principles to 
continue to be embedded in all 
key business practices. 

RISK MATURITY MODEL 
Progress has been made 
regarding the implementation 
of a Risk Maturity Model 
which will continue into 
2019/20. 

INSURANCE TENDER 
Insurance Tender was 
renewed in June 2018, with 
total premiums of £886k 
representing significant 
16.8% saving on the previous 
renewal. 

CYBER RISK 
Cyber risk insurance is a 
relatively new product to the 
Local Government insurance 
market and the Council has 
decided to procure a Cyber 
Risk Insurance policy to 
assist with the management 
of the aftermath of a cyber 
attack. 

ALARM 
ARA has contributed with an 
article appearing in the 
ALARM magazine and 
presented at the ALARM 
Annual Conference regarding 
emerging risks in local 
government. 
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Frameworks 

Full details of the Risk Management framework are available on the ARA website at 

https://staffnet.gloucestershire.gov.uk/riskmanagement/.  

In summary, key responsibilities are as follows: 

 Lead Committee for Risk Management – The Audit and Governance Committee. 

 Senior Management responsibilities – During 2018-2019 the Corporate Management Team 

(CoMT) continued to take ownership of Strategic Risk Management with each of the strategic 

risks being owned by a CoMT member. Quarterly strategic risk management reports are 

provided to Cabinet, Overview and Scrutiny Management Committee and CoMT to enable 

them to gain assurance that the Council’s strategic risks are being effectively managed. The 

Director of Strategic Finance was the CoMT lead overseeing the risk management activities 

during 2018-2019. 

 Lead Member responsible for Risk Management – Cabinet Member for Finance and 

Change. 

 Operational Risk Management – The strategy requires that all staff have a role to play in 

managing risk, with risk management principles embedded into all key business processes, 

including financial / performance / programme / contract and project management 

arrangements. There are risk champions within the Council who work alongside ARA and help 

to embed risk management into GCC’s culture.  

 In addition, ARA works closely with other key specialist areas of risk such as Health and 

Safety, Strategy and Challenge, Insurance Services, Asset Management and Property 

Services and the Civil Protection Team. 

 

Risk Management and links to Good Governance and the Annual 
Governance Statement 

The Council acknowledges its responsibility for ensuring that there is effective governance within the 

Council and as such has developed a Code of Corporate Governance that defines the principles and 

practices that underpin the governance arrangements operating within the Council.  

The Code is consistent with the seven core principles of the Chartered Institute of Public Finance and 

Accountancy (CIPFA) / Society of Local Authority Chief Executives (SOLACE) guidance “Delivering 

Good Governance in Local Government Framework – 2016 Edition”. One of the seven core principles 

of good governance states: 

https://staffnet.gloucestershire.gov.uk/riskmanagement/
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“Managing risks and performance through robust internal control and strong public financial 

management.” 

In order to gauge the effectiveness of the risk management arrangements operating within the 

Council, an assurance framework is in operation, which underpins the statements made within the 

Annual Governance Statement. The process requires all Directors and Service Heads to provide high 

level examples of compliance against these seven principles including the core principle above, via an 

assurance statement, to demonstrate that risk management is being effectively applied within their 

service areas. The Directors Composite Assurance Statements are also reviewed, challenged and 

countersigned by the Chief Executive and relevant Lead Cabinet Member(s). 

In addition, the three lines of defence assurance model was introduced during 2016/2017 which helps 

Members and Senior Management to understand where risk assurances are being obtained from, the 

level of reliance they place on that assurance and identify potential gaps in assurance, enabling the 

application of relevant risk mitigation measures and/or controls accordingly. 

What is the Three Lines of Defence Assurance Model? 

Assurance can come from many sources within the Council. The Three Lines of Defence is a concept 

for helping to identify and understand the different sources of assurance. By defining these sources 

into three categories as below, helps the Council understand how each contributes to the overall level 

of assurance and how best they can be integrated and supported: 

 First line of defence (functions that own and manage risks e.g. management and supervisory 

controls);  

 

 Second line of defence (functions that oversee risks e.g. Governance structures and 

processes such as Audit and Governance Committee, Scrutiny, Boards that monitor the 

implementation of effective risk management practices by operational management and 

assesses the risk owners in reporting adequate risk related information throughout the 

organisation); and 

 

 Third line of defence (functions that provide independent assurance on the management of 

risks e.g. Ofsted, Internal/External Audit). 

Please see Appendix 1 below which summarises the risk assurance framework, which is based on 

the three lines of defence model. 

  



8 
ANNUAL REPORT 2018-2019 
RISK MANAGEMENT REPORT 

  

 

Strategic Risk Register (SRR) 

During 2018-2019, five strategic risks were identified and added to the SRR, these being: 

 Sustained increase in high demand resulting in pressure on High Needs Block (DSG) 

compounded by an inability to vire monies without Schools Forum/Secretary of State approval 

impacting on the General Fund; 

 Unable to support all those who can, to live independently at home, because demand for 

home care services outstrips available capacity. Resulting in the reliance on temporary 

respite/alternative bed based care in lieu of home care; 

 Ineffective social care practice, management oversight and review processes resulting in drift 

and delay for children and young people in situations of harm; 

 Insufficient workforce capacity and/or instability adversely impacting on pace and sustainability 

of improvement and contributing to discontinuity in social engagement with children and 

families; and 

 Failure to develop sufficient placement capacity to meet the needs of children looked after. 

In addition to an annual CoMT workshop where the strategic risks are scrutinised, the SRR is 

reviewed quarterly and updated in line with the corporate performance monitoring and reporting 

frameworks, which is compliant with the Corporate Risk Management Strategy.  

Analysis of the residual risk ratings recorded on the SRR over the last five years demonstrates that 

more focus, enhanced transparency and openness is given to identifying the key risks facing the 

Council i.e. 11.8% residual high risks identified in 2012 rising to 37% in 2019 with a reduction in low 

residual risks from 26.5% in 2012 to 7.4% in 2019.  
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Residual Risk Ratings 

 

Analysis of the categories or types of risk recorded within the Strategic Risk Register 2018/2019 

was undertaken to evaluate whether the Council had considered and captured all key types of 

risks associated with delivering the Council’s objectives.  

Category / Type of Risk and Opportunities 

 

As demonstrated above, this review highlighted that each key category of risk has been considered 

and monitored accordingly. A summary of the Council’s current SRR is attached in Appendix 2.  

26.5% 18.5% 14.3% 20.0% 
7.4% 

61.7% 
54.9% 

46.4% 
32.0% 55.6% 

11.8% 
26.6% 

39.3% 
48.0% 

37.0% 

2012 2016 2017 2018 2019

Low Medium High

25.8% 

12.9% 

6.5% 

12.9% 

6.5% 

3.2% 

3.2% 

3.2% 

3.2% 

3.2% 

6.5% 

3.2% 

6.5% 
3.2% Delivery

Legislative

Technological

Financial

Human Resources

Collaborative Working

Community

Service Continuty

Programme/Project

Customer/Client

Environmental

Economic

Goverance

Commissioning
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Risk Management links to 
Internal Audit 

Whilst the responsibility for identifying and managing risks belongs to management, one of the key 

roles of Internal Audit (IA) is to provide independent assurance that those risks have been properly 

managed. In order to achieve this, Internal Audit within GCC positions its work in the context of the 

Council’s own risk management framework. This approach is known as Risk Based Internal Auditing 

(RBIA). Further detail of how these two service areas have further enhanced these links to enable 

more effective contributions to the corporate governance framework can be found within the 

paragraphs below. 

 
Opinion on Risk 

The Public Sector Internal Audit Standards (PSIAS) 2017 requires Internal Audit to provide an 

independent opinion on the adequacy and effectiveness of the risk management processes which 

management have put in place within the area under review, and that a sound framework of controls 

is in place to sufficiently mitigate those risks. 

These opinions feed into the Chief Internal Auditor’s annual opinion on the overall adequacy and 

effectiveness of the Council’s control environment comprising risk management, control and 

governance, which supports the Annual Governance Statement. Therefore, on each internal audit 

report, an opinion is provided as to the adequacy of the controls operating within the area under 

review (which is also fully compliant with the Accounts and Audit Regulations 2015). 

However, in order to further embed risk management and identify and implement innovative practice, 

the risk management team within ARA continues to work alongside the Chief Internal Auditor where it 

was agreed that each internal audit report would, in addition to providing an opinion on control, also 

provide an opinion as to the effectiveness of the risk management arrangements operating within the 

area under review. 

Therefore, a statement continues to be provided on the levels of assurance (Substantial, Satisfactory, 

Limited) within these two areas.  
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Analysis during 2018/2019 demonstrates that, 81% of the audited areas rated the effectiveness of the 

risk management arrangements as satisfactory or substantial, with 24% rated as substantial and 57% 

satisfactory, with the remaining 19% obtaining a limited assurance opinion. This evidences that risk 

management continues to be embedded into the Council’s business activities.  

 

Risk Assurance 

 

Limited Assurance Risk Opinions 

Where limited assurance opinions are given on audits deemed to be of strategic importance, these 

are reported to the Audit and Governance Committee. The monitoring of the implementation of the 

recommendations is owned by the relevant manager. These opinions also help to inform the work 

priorities of ARA. 

There were seven audits where a limited assurance opinion was given on risk during 2018-2019, this 

related to GRFS Procurement Cards, GFRS HR and Payroll Progression, Gifts and Hospitality and 

Declarations of Interest reported to Audit and Governance Committee 25th April 2019. Procurement of 

Short Term Transport Arrangements for Social Care User, GFRS Fleet - Disposal of Vehicles, GFRS 

Fleet - Commissioning of New Vehicles and GRFS Procurement reported to Audit Governance 

Committee 26th July 2019.

50% 
57% 

41% 

58% 57% 

46% 
40% 

45% 

28% 24% 

4% 3% 
14% 14% 19% 

2014/15 2015/16 2016/17 2017/18 2018/19

Satisfactory Substantial Limited
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Risk Management and links to 
Insurance  

Insurance claims statistics and insurance advice have a valuable part to play in the risk management 

process:  

 They can be used to demonstrate the benefits of applying risk management principles and 

raise awareness of both good and not so good processes, impacts and controls operating 

throughout the Council with the provision of ‘real life examples’;    

  

 The Council carries large excesses on it’s main insurance policies as a means to control 

premium spend; 

 

 They are used to enable the setting of key performance indicators within operational business 

plans e.g. Employer’s Liability claims; 

 

 They highlight emerging trends and new risks to the Authority;  

 

 Regular updates from the insurance brokers, insurers and external legal advisors are also 

used to identify new risks from, for example new legislation; 

 

 Insurance advice provided by the Insurance Manager in consultation with the insurance 

brokers and insurers ensures that there is adequate cover for insurable risks within 

contracts/agreements/partnerships for example; and 

 

 Updates are provided to the three Statutory Officers i.e. Chief Executive Officer, Monitoring 

Officer and Chief Financial Officer, to keep them aware of all key claims and significant 

insurance issues. 
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Total number of Insurance Claims 2016 - 2019 

 

Overall Insurance Services has seen an increase in insurance claims of 17% on last year (159 in 

2018/19 compared to 135 in 2017/18). This is down to an increase in motor claims and low level 

Social Service claims.  

Public Liability Claims 

In 2018/19 the Council received 39 new public liability claims. This is a significant increase from the 

25 received in 2017/18. The breakdown of the claims is: 

 Three relate to historic incidents (safeguarding); 

 13 relate to Social Service claims;  

 Eight relate to claims from schools; 

 Two relate to pre-contract highways claims; 

 Seven relate to highway claims (not the responsibility of the contractor);  

 One relates to claims from the Fire and Rescue Service; 

 One relates to library services; 

 Three relate to corporate property; and 

 One relates to parking services. 

Low level Children’s Social Services claims have seen a significant increase. In part, this can be 

attributed to the publicity around the Ofsted involvement.  

 

24 

26 39 

5 7 
8 

36 36 38 

59 66 
74 

2016/17 2017/18 2018/19

Motor

Property

Employers Liability

Public Liability
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Highways Claims  

With effect from 1st April 2014 the Council entered into a highways contract with Amey.  Most 

highways functions were outsourced through the contract which included the highways inspections.  

As the highways inspections are crucial to the defence of highways claims then the liability transferred 

to Amey via the contract together with the claims handling. Although some residual risk remains with 

the Council e.g. devising the strategic policies, overall, the financial risk to GCC has significantly 

reduced.  

A new highways contract was entered into with Ringway from 1st April 2019. Insurance Services 

attended the project management team meetings to ensure that the contract clauses and level of 

indemnities relating to insurance were considered. Liability for the vast majority of highways claims 

and the claims handling will remain with the new contractor.  

This is an example of how risk can be successfully transferred to a contractor via robust contracts 

with the benefit of reducing financial risk to the Council.    

 
Employers Liability Claims 

The Council received eight new employer’s liability claims in 2018/19. One new claim for exposure to 

asbestos has been received in 2018/19 and this dates back to alleged exposure in the early 1970’s 

and was at an establishment which is no longer within our current county boundaries.  The majority of 

the employer’s liability claims relate to slips, trips and falls. There are two claims, however, relating to 

assaults on staff members. Benchmarking exercises through CIPFA have highlighted that the Council 

has low numbers of employers liability claims compared with similar size authorities.  

 
Risk Management of Liability Claims 

 The Council ‘bought out’ the policy excess on the Public and Employers Liability for the policy 

years 1996 – 1999. This means that any claims relating to that period will not be subject to the 

excess applicable at the time (ranging over the years from £260k - £370k) and paid in full by 

the insurer. The total cost of the premium for buying out the excess was £57,500 (Employers 

Liability £21,000 and Public Liability £36,500).  

Insurance Services have finalised two employee liability claims in respect of which the policy 

years 1996-99 form some of the exposure period. Insurance Services are currently awaiting 

confirmation from Insurers as to the extent of our recovery for the policy years in question but 

it is anticipated that the recovery will exceed the premium paid.  
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It should also be borne in mind that it is likely that there will be further claims where those 

years are relevant to the Council’s liability. 

 To mitigate the risk of significant third party solicitors’ costs, the Council’s Claims Investigator 

assesses the risks associated with the circumstances of each case as they arise. The 

mitigation process is:  

o A site visit is undertaken as soon as possible; 

o Key personnel are interviewed whilst circumstances are still fresh in their mind; 

o Identify and obtain relevant documentary evidence; 

o Be assured that potential witnesses are both available and competent to attend court if 

required; and 

o An early admission of liability where no robust defence is available saves the Council 

accumulating solicitor costs. 

 Insurance Services work with the highways commissioning teams and the highways 

contractor, to monitor the claims experience of the highways claims that are dealt with by them 

and their insurers/claims handlers.  It is important that the high repudiation rate and good 

customer service achieved by the Council in previous years is maintained. To date the 

contractor is achieving a 90%+ repudiation rate. This will continue with the new highways 

contractor, Ringway. Insurance personnel from Amey have transferred over to Ringway. 

 Claims analysis is undertaken to identify emerging risks and where it is possible mitigating 

action is taken.  

 Members of the Insurance Services team attend seminars/working groups run by 

insurers/brokers/solicitors.  

 With robust systems in place it is difficult for any fraudulent claim to succeed as whatever the 

nature of the claim the Council should be able to put forward a solid defence by evidencing 

that it has adhered to all relevant legislation/protocols/recommendations and code of good 

practice.  

 Whilst major suspected fraud is dealt with by the Council’s insurers, any suspected fraud on a 

liability claim that is being dealt with in-house, is referred to the Counter Fraud Specialists 

(Internal Audit).  

 The Council’s insurers participate in the National Fraud Initiative. 

 The Insurance Manager now regularly assists the Commercial Service with the levels of 

indemnity and insurance clauses being requested in the tendering of contracts process.  

 Dissemination of relevant articles received from insurers/solicitors etc. to appropriate staff. 

 Public and Employer’s Liability claims statistics are provided to the Health and Safety 

Committee. 

 Feedback on any claims paid is disseminated (subject to data protection) to appropriate 

service areas and schools so that lessons are learnt where possible. 
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Property Claims 

Insurance Services operate five property policies to provide insurance for a wide range of perils for 

both the Council properties and the maintained schools via the Traded Service.   

In 2018/19 Insurance Services dealt with 38 new property claims. There were no significant value 

claims. The claims arose from accidental damage (schools), theft (schools), vandalism (schools), 

burst pipes, water damage, and storm and lightning damage. 

Risk Management of Property Claims 

Insurance Services work closely with Asset Management and Property Services (AMPS), schools and 

the insurers to assist with managing property risks and maintain close contact with AMPS and schools 

in the event of a claim. Regular loss control surveys of the Council premises/schools are undertaken 

by insurers. 

 

Motor Claims 

Insurance Services received 74 new claims relating to motor accidents involving the Council 

(including Fire and Rescue) and schools vehicles in the period of this report. This is an increase of 

12% on last year’s figures. It transpires that just over 50% of these claims relate to GCC drivers hitting 

parked/stationary vehicles or property (e.g. walls). 

Risk Management of Motor Claims 

 Claims analysis is undertaken to identify emerging risks and action taken, where possible, to 

mitigate the risk. In this period, it appears that there is an upward trend in avoidable accidents 

and it is the intention of Insurance Services to tackle this with the relevant service areas. 

 A supplementary Risk Management information form is completed by the driver of the vehicles 

to assist with proactive risk management initiatives.  

 A company, DAS, undertake the recovery of the Council’s uninsured losses. 

 The Council’s motor insurers, Protector, have offered to come in and assist with any Fleet 

management review and it is Insurance Services recommendation that this is taken up as 

soon as practicable. 
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Traded Services to Schools 

Insurance Services provide a Traded Service to Gloucestershire’s maintained schools. Insurance 

Services do not offer a service to academies because there is no insurable risk to the Council.  

These services are deemed to be efficient and effective with a large number of compliments being 

received from schools, which is evidenced by the fact that 100% of maintained schools within the 

County have purchased our service during 2018/19. 

Risk Management for Schools 

Risk Management information is communicated to schools via:  

 The Business Support Services webpages; 

 Schoolsnet bulletin board; 

 What’s up Gov (School Governor Newsletter); 

 Heads Up (Head teacher Newsletter); 

 Attendance at the Education Conference; and 

 Claims feedback. 

Actuarial review of Insurance Funds  

Insurance Services commission regular reviews of the insurance funds to ensure that there are 

adequate provisions and reserves to meet the cost of known claims and those claims that have not 

yet been received (i.e. incurred but not reported). The actuary makes recommendations for annual 

contributions to the funds for the following three years and also provides recommendations for 

additional funds for emerging risks that have no historical data to base a calculation on.  

The outcome of the last review (2017) demonstrated that the Council has adequate funds to meet its 

known and future claims liabilities. A further review of funds is planned in 2019/20. 

Insurance Tender 

The main insurance portfolio was tendered at our renewal in June 2018. This included property, 

liability and motor. The key points were as follows: 

 Procured through Crown Commercial Services Framework which gives assurance around 

Insurers Financial stability; 

 Assistance from our Insurance broker, Marsh; 

 Tender responses received from four Insurers; 

 Total premiums of £886k representing significant 16.8% saving on previous renewal; and 

 Long Term Agreements entered into. 
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Insurance Future and Emerging risks  

 A decrease in the injury claims discount from 2.5% to minus 0.75% means that compensation 

costs on high value catastrophic injury claims will significantly increase and this resulted in a 

30% increase in motor and liability premiums for the 2017/18 insurance renewal. The impact of 

this decrease is that future claim settlements could double or even treble. This will inevitably 

impact on the insurers’ costs and possibly have a knock on effect on the cost of future 

premiums. However, this decision is currently under review with the Ministry of Justice and the 

rate is anticipated to increase. A final decision on this is due in August 2019. The intention is 

also that the rate will be reviewed at regular intervals going forward.   

 Cyber risk insurance is a relatively new product to the Local Government insurance market 

and the Council has decided to procure a Cyber Risk Insurance policy to assist with the 

management of the aftermath of a cyber attack. This was obtained in December 2018 and 

forms part of the Council’s cyber resilience plan.  

 General Data Protection Regulation (GDPR) may result in an increase in civil claims from 

individuals who claim to have suffered psychological injury as result of a breach of their 

personal information. As yet, no increase in claims has been seen, specifically as a result of 

GDPR. 

 Local Government Association (LGA) Mutual – the LGA have been trying to put together a 

mutual insurance product as an alternative to traditional insurance cover. The Council, along 

with most Local Authorities, was historically insured with Municipal Mutual Insurance (MMI). 

Due to financial losses they went into run off in 1992 and have not been able to meet the full 

value of claims ever since. (Councils have had to fund the deficit) Consequently, this initiative 

is being treated with some scepticism at present. As we have entered into Long Term 

Agreements at our last insurance tender, we can see how this develops over the next few 

years.    
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Future developments in 2019-
2020 

ARA will continue to input into the review of the strategic risk profile and the maintenance of the 

Corporate Risk Management Policy Statement and Strategy, support CoMT with ensuring that the 

Strategic Risk Register continues to reflect the Council’s current risk profile and will implement various 

strategies designed to deliver a continuation of the outcomes detailed in this, and previous reports. In 

the context of this, a number of future developments are planned for 2019/2020, the key actions are 

outlined below. 

 

Risk Management Action Plan 

For 2019/20 we plan to produce and implement a dynamic Risk Management Action Plan taking the 

learning from other sources of our risk assurance framework i.e. the three-lines of defence model. 

The Plan would cover a 3 year period to ensure resources continued to be targeted at the high risk 

areas of the Council, drawing on results of the Risk Maturity Assessment, ISO 31000 Assessment 

(International Standards in Risk Management), review of the assurance framework and the action 

plan emerging from the review of the effectiveness of the Audit and Governance Committee. 

 

Risk Maturity Assessment 

Effective risk management plays a key part in the success of any organisation. A key element of our 

evaluation should be to test out the Council’s arrangements against good practice (i.e. as above ISO 

31000 and a risk management maturity model). 

There is a good amount of knowledge and experience to help us determine 'What good risk 

management looks like' as well as utilising other resources from national organisations such as Alarm 

– The Public Risk Management Association, The Institute of Risk Management (IRM) and the 

Chartered Institute of Internal Auditors (CIIA).   
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ARA will continue to take the lead on the development of a risk maturity assessment model based on 

the Alarm national performance model for risk management in public services, which will test the 

extent to which risk management is having a positive effect on the Council and come to a conclusion 

of our current risk management maturity level and implement any improvement actions that may be 

required. Risk management maturity will be assessed as being at one of five levels: 

Level 1 Risk management is engaging with the organisation 
Senior management are aware of the need to manage uncertainty and risk and have made 
resources available to improve 
 

Level 2 Risk management is happening within the organisation 
Board/Members and senior managers take the lead to ensure that approaches for 
addressing risk are being developed and implemented 

 

Level 3 Risk management is working for the organisation 
Senior managers take the lead to apply risk management thoroughly across the 
organisation 

 

Level 4 Risk management is embedded and integrated within the organisation 
Risk management is championed by the Chief Executive Officer 

 

Level 5 Risk management is driving the organisation 
Senior management uses consideration of risk to drive excellence through the business, 
with strong support and reward for well managed risk-taking 

 

The risk maturity model will be inbuilt into the Annual Governance Statement assurance framework 

with effect from 2019/2020. 

Risk Management Training 

During 2019/20, the risk management training programme will continue to be assessed to ensure the 

training programme reflects the requirements of the Council. The review will aim to include risk 

management training into the Council’s Leadership and Management Courses and the Aspiring 

Leaders Programme. In addition, the Risk Management induction training will be updated and in 

liaison with Human Resources (HR), incorporated into the Council’s new induction programme. 

 

Communications Plan 

A Members / Officers communications plan will be developed and implemented to reaffirm the 

Council’s aims and objectives and promote the importance of continuing to embed risk management 

principles and practices into day to day activities and decision making processes.  
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Conclusion 

On the basis of the information set out in this report, it can be concluded that arrangements for 

managing risk within the Council are reasonable. 
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Appendix 1 - What is the Council’s Governance Assurance Framework?   

 

 

 

2nd Line of Defence 

Oversight and Support 

Strategy / Policy / Direction Setting, Decision-

Making, Assurance Oversight 

1st Line of Defence 

Business and Operational 

Management 

Delivering Objectives, Identifying Risks and 

Improvement Actions, Implementing Controls, 

Progress Reporting, Provides Management 

Assurance, Ensuring Compliance 

 

3rd Line of Defence 

Independent Assurance 

Independent Challenge and Audit, Reporting 

Assurance, Audit Opinions and Assurance 

Levels 

Leader, Cabinet Members, Chief Executive, Chief Financial Officer, Monitoring Officer, Corporate Management Team 
(Provides oversight of the 3 lines of defence assurance framework) 

Audit and Governance Committee  
(AGS Approval Committee) 

Annual Governance Statement (AGS) 

Operational Management and Staff 

Support 

Committee and Scrutiny Functions 

Senior Management Functions 

Quality Control Checks 

Risk Management 

Managing Performance and Data 

Quality 

Programme and Project Management 

Functional Compliance (Information 
Management, HR, Legal, Contract 

and Financial Management) 

Validate 

Internal Audit 

External Audit 

External Inspections 

Delivery of Service Business Plans Review Agencies 

Regulators 
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Appendix 2 - Strategic Risk Register 2018/19 

Strategic Risk 1: Corporate Governance 

Ref. Risk Owner 
Inherent 
Risk 

Qtr Mar-18 Qtr Jun-18 Qtr Sep-18 Qtr Dec-18 Qtr Mar-19 Mitigating Actions 

 SR1.1 

Failure in corporate 
governance which leads to 
service, financial, legal or 
reputational damage or 
failure. 

Bungard, 
Peter 

High 20 High 20 High 16 High 16 High 16 High 16 

Report on the culture of GFRS 
from the Scrutiny Task Group will 
be considered by the Cabinet on 
24 April. 

 SR1.2 

Failure to effectively 
understand, inform, 
consult or engage 
customers, resulting in 
dissatisfaction, criticism or 
challenge. 

Burns, Jane High 20 Low 6 Low 6 Low 6 Low 6 Low 6 
We have established ways of 
communicating and consulting 
with the public. 

Strategic Risk 1: Corporate Governance (New Quarter 2 2017/18) 

 SR1.3 

Uncertainties of Central 
Government policy relating 
to the Council's 
responsibilities and 
operating environment 
with the potential 
implications across 
multiple services. 

Burns, Jane High 16   Moderate 9 Moderate 9 Moderate 9 Moderate 9 

The LGA continue to lobby on key 
issues for local government. 
There will not be any clarity until 
a new Prime Minister is 
appointed. 

Strategic Risk 2: Financial 

 SR2.2 

The cumulative impact of 
service pressures, 
particularly increased 
demand in relation to the 
care of vulnerable Children 
and Adults, and the under 
delivery of Demand 
Management programmes 
and saving plans designed 
to address the inherent 
over-spend positions, 
result in a major over-
spend in 2018/19. 

Blacker, Paul High 25 Low 4 Moderate 8 High 16 High 16 
Moderate 

12 

Achievement of savings targets 
and additional one-off central 
government funding 
announcements have reduced the 
risk of an overall overspend in 
2018/19 

javascript:%20AlertCard_Click(6135,294)
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 SR2.4 

Reductions and changes to 
future funding in 2019/20, 
2020/21, 21/22. Risks and 
uncertainties relating to 
NHS funding make it 
impossible to set a robust 
and deliverable budget 
without impacting 
significantly on Core 
Services. 

Blacker, Paul High 25 High 15 High 15 High 20 High 20 High 20 

2019/20 is the last year of the 
four year Comprehensive 
Spending Review settlement. The 
Council has approved a robust 
and achievable budget for 
2019/20 based on this 
guaranteed funding however 
beyond April 2020 government 
funding is highly uncertain. The 
Strategic Finance team will 
continue to closely monitor the 
situation as the new 
Comprehensive Spending Review 
progresses in order to quantify 
funding arrangements for future 
financial years. 

 SR2.6 

Sustained increase in high 
demand resulting in 
pressure on High Needs 
Block (DSG) compounded 
by an inability to vire 
monies without Schools 
Forum/Secretary of State 
approval impacting on the 
General Fund. 

Blacker, Paul High 20       Moderate 12 High 16 

Despite the announcement of 
additional government funding to 
support the High Needs Block it is 
highly likely that the DSG block 
will continue to overspend in 
2019/20 as a result of high 
demand in the High Needs Block. 
GCC and the Schools Forum are 
working on an action plan to bring 
the overall DSG back into 

balance. 
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Strategic Risk 3: Infrastructure 

 SR3.1 

Failure to ensure 
technology managed by 
ICT (including 
communications abilities) 
remains fit for purpose. 

Quayle, 
Mandy 

High 25 
Moderate 

10 
Moderate 10 Moderate 10 Moderate 10 

Moderate 
10 

The ICT Service has produced a 
draft ICT Strategy & Roadmap 
2019-24 to inform business 
leaders and is aligned to both the 
Digital Business Strategy and the 
new Council Strategy. The draft 
Strategy (and accompanying 
Roadmap) will begin to outline 
the continued investment in 
modern, up to date ICT 
equipment and services 
supplemented by several targeted 
MTFS bids which have been 
approved to address unavoidable 
system upgrades and support the 

council on its digital journey. 

 SR3.2 

Failure to protect the 
council's key information 
and data from Cyber 
Attack. 

Burns, Jane High 25 High 15 High 15 High 15 High 15 High 15 

The council experiences cyber 
attacks on a daily basis. Whilst 
there have been no reported 
successful attacks against the 
County Council data network, 
"Ransomware" malware infections 
are still the most prevalent type 
of cyber security attacks in the 
UK. It is critically important that 
all parties remain vigilant in this 
area both from a technological as 
well as a user awareness 
perspective. In light of the 
growing awareness of the risks 
presented by cyber-based crime 
ICT have had approval to 
strengthen our cyber defence 
platform within this years MTFS 
bid submissions. 
  
The ICT Service will be looking to 
renew our Cyber Essentials Plus 
certification (a UK government 
technology security standard) 
during Quarter 1 2019/20. 
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Strategic Risk 4: Waste Management 

 SR4.1 

Failure to deliver expected 
benefits/outcomes from 
the Residual waste project 
impacting on future 
budgets and the 
environment. 

Chick, Colin High 25 
Moderate 

10 
Moderate 10 

Moderate 
10 

Moderate 10 
Moderate 

10 

Continuous monitoring of the 
construction and mobilisation 
of the new Energy from Waste 
Facility, which remains on 
schedule. Mobilisation 
arrangements in place for the 
delivery of waste to the 
facility via district councils and 
waste transfer contracts. 
Procurement exercise 
undertaken for the sale of 
electricity produced by the 
facility. A new contract officer 
role created to support the 
contract manager in 

monitoring the contract and 
ensuring value for money. 

Strategic Risk 5: Organisational Change Programmes 

 SR5.1 

Failure to manage the 
Savings Portfolio 
effectively, impacting on 
achievement of savings 
and pressure on GCC 
budgets. 

Blacker, Paul Moderate 12 Moderate 9 Moderate 9 Moderate 9 Moderate 9 Moderate 9 

 Mitigating actions are: 
 Portfolio Office oversight 

and monitoring. 
 Quarterly reporting of 

savings to CoMT. 
 Deep dives on areas of 

identified risk. 
 Directors developing 

alternative proposals 
where savings are 
undeliverable. 
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 SR5.3 

Ineffective commissioning 
practice and/or lack of 
capacity or provider failure 

result in the council being 
unable to achieve its 
strategic objectives 

Scott, Sarah High 25 High 15 High 15 High 15 High 15 High 15 

The mechanisms used to 
identify, analyse, control and 
monitor risks and 
opportunities at three levels 
(Commissioning function, 
Commissioning Hub, 
individual commissioning 
activity) are currently being 
reviewed by the 
Commissioning Leadership 
Team / Commissioning Board 
and changes will be made as 
required. To date this work 
indicates that as stated before 
'risks are relatively well 
controlled', but further work is 
required to ensure robust 
mechanisms are in place and 
working effectively at all three 
levels and across all of the 
Commissioning Hubs. 
Therefore the risk scores have 
remained unchanged for now. 
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Strategic Risk 6: Collaborative Working 

 SR6.1 

Failure to maintain 
effective relationships with 
key partners and 
organisations impacting on 
our ability to meet 
statutory and local 
requirements. 

Bungard, Peter High 20 Moderate 8 Moderate 8 Moderate 8 Moderate 8 Moderate 8 

Proposed takeover of 
governance of Gloucestershire 
Fire and Rescue Service by 
the PCC.  
Results of May district council 
elections could potentially 
impact. 
Changing financial pressures.  
Leadership Gloucestershire 
continues to provide a 
mechanism for strategic 
partners to work together e.g. 
Vision 2050. Gloucestershire 
County Council (along with 
other key partner agencies 

and local MPs) currently 
urging the Home Secretary to 
reject the proposed takeover 
of governance of 
Gloucestershire Fire and 
Rescue Service by the 
PCC.  The relationship with 
PCC remains strained. 

Strategic Risk 7: Safeguarding Children & Young People and Adults 

 SR7.1 

Failure to protect 
vulnerable adults in 
Gloucestershire from 
abuse neglect in situations 
that potentially could have 
been predicted and 
prevented. 

Willcox, 
Margaret 

High 20 High 15 Moderate 10 
Moderate 

10 
Moderate 10 

Moderate 
10 

The High Risk Behaviours 
Policy is due to be signed off 
at the GSAB (Gloucestershire 
Safeguarding Adults Board) in 
May 19. GSAB undertook 6 
roadshow events across the 
county in early spring, 
focused on raising awareness 
in the multi agency 
partnership of domestic abuse 
and safeguarding. The Board 

is making progress on its 
three year strategic plan 
(2018-21) which focuses on 
preventive practice and 
embedding the ethos of 
Making Safeguarding 
Personal. 
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 SR7.4 

Failure to close the gaps in 
educational outcomes for 
vulnerable learners and 
their peers resulting in 
adverse impacts for 
children and families, 
increased cost/pressures 
on specialist provision and 

damage to reputation. 

Browne, Tim High 20 Moderate 9 Moderate 9 
Moderate 

12 
Moderate 12 

Moderate 
12 

Reshaping Education - phase 
1 complete and phase 2 
underway 
Joint Additional Strategy for 
Children & Young People with 
Additional Needs, including 
SEND 
High Needs Programme - with 
recommendations approved 
by Cabinet in January 19 
Consultation on SEND 
Specialist Commissioning 
Strategy 
Consultation on Post 16 
Strategy 
School Partnership Board 

Strategic Risk 7: Safeguarding Children & Young People and Adults (New Quarter 1 2018/19) 

 SR7.6 

Unable to support all those 
who can, to live 
independently at home, 
because demand for home 
care services outstrips 
available capacity. 
Resulting in the reliance 
on temporary 
respite/alternative bed 
based care in lieu of home 
care 

Willcox, 
Margaret 

High 20     High 15 High 15 High 15 

We continue to work with 
providers to maintain existing 
services and develop new 
ones. This is proving 
productive but the market is 
variable, both locally and 
nationally. 
 

Strategic Risk 7: Safeguarding Children & Young People and Adults (New Quarter 3 2018/19) 

 SR7.2 

Ineffective social care 
practice, management 
oversight and review 
processes resulting in drift 
and delay for children and 
young people in situations 
of harm. 

Spencer, Chris High 16       Moderate 12 
Moderate 

12 

A comprehensive 
improvement plan is in place 
subject to oversight by the 
improvement board with an 
independent chair. This is 
supported by an accelerated 
improvement plan focussing 
on a number of key areas of 
underperformance. Our 
essentials training programme 
has also been revised with a 
focus on improving the quality 
of assessment planning and 
intervention. This commenced 
in March. 
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 SR7.5 

Insufficient workforce 
capacity and/or instability 
adversely impacting on 
pace and sustainability of 
improvement and 
contributing to 
discontinuity in social 
engagement with children 
and families 

Spencer, Chris High 16       Moderate 12 
Moderate 

12 

Our workforce strategy is 
based on a 'grow your own' 
approach to increase the 
numbers of ASYE, NQSW and 
students, alongside an 
employment package that 
compares favourably with 
neighbouring authorities. This 
is beginning to evidence and 
impact with improvements in 
our agency, vacancy and 
turnover figures. 

 SR7.7 

Failure to develop 
sufficient placement 
capacity to meet the needs 
of children looked after 

Spencer, Chris High 20       High 16 High 16 

Our revised sufficiency 
strategy sets out a road map 
to increase the quality and 
range of placement options 
for children and young people. 
This risk is unaltered at this 
stage in light of the relatively 
recent implementation of the 
revised strategy. 

Strategic Risk 8: Workforce Planning & Employee Relations 

 SR8.1 

Difficulties in recruiting 
and retaining experience 
workers in hard to fill roles 
leading to vacancies 
and/or high numbers of 
agency staff in some 
areas. This is particularly 
prevalent for social 
workers but is also 
increasingly a factor for 
other professional roles. 

Quayle, Mandy High 20 Low 6 Low 6 Low 6 Moderate 12 
Moderate 

12 

The proposed 'grow 'our own' 
strategy for social workers 
and other hard to fill roles is 
now well developed with 
increasing number of 
apprentices and other 
learning roles in the Council. 
However this will take two to 
three years to ensure we have 
all the required skills and 
capability.  The revised pay 
structure which aims to 
ensure starting salaries are 
more competitive will be in 
place from Sept 2019. 

 SR8.2 

Poor employee relations 

cause a disruption to 
services, lost productivity 
and increased costs 

Quayle, Mandy High 20 Low 6 Low 6 Low 6 Low 6 Low 6 

Regional officers have 
changed in a number of our 

key unions, however 
relationships are developing 
well and remain stable 
currently. 
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Strategic Risk 9: Gloucestershire Prevent 

 SR9.1 

Failure to deliver outcomes 
of the PREVENT Strategy 
impacting on the residents 
and businesses of 
Gloucestershire 

Bowcock, Wayne High 20 High 15 High 15 High 15 High 15 High 15 

Gloucestershire PREVENT 
Partnership Board meet 
quarterly.  This complements 
the Counter Terrorism Local 
Profile and the recent national 
referral system to ensure 
agencies effectively 
understand and prioritise local 
threats and vulnerabilities and 
agree courses of action as 
required by: • Annual Training 
and Self-Assessment survey 
to identify gaps • Monitoring 
agencies PREVENT activity 
Running awareness 

workshops and training 
sessions for all agency 
members to: • ensure 
understanding of the risk of 
radicalisation • embedded in 
the day to day safeguarding 
work within their agency, 
educational institution or 
body. 

Strategic Risk 10: Emergency Response & Business Continuity Threats 

 SR10.1 

Failure of the Council or a 
key partner to effectively 
respond to a major 
incident or event external 
to the council that results 
in community disruption 
and failure to return to 
normal, within required 
timescales. 

Bowcock, Wayne High 15 Moderate 9 Moderate 9 Moderate 9 Moderate 9 Moderate 9 

The LRF continues to meet 
regularly to prepare for 
emergencies and run joint 
exercises and share learning. 
Although there are increasing 
pressures on all agencies the 
relationships between key 
staff established through the 
LRF remain strong. 
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 SR10.3 

Implications of the Policing 
and Crime Bill impacting 
on the Fire & Rescue 
Service and County 
Council 

Bowcock, Wayne High 15 
Moderate 

10 
Moderate 10 

Moderate 
10 

Moderate 10 
Moderate 

10 

In February 2019 the OPCC 
submitted a business case to 
the Secretary of State for 
change in relation to the 
governance of the Fire and 
Rescue Service in 
Gloucestershire. GCC has now 
submitted its response to the 
business case opposing the 
PCC's proposals on the 
grounds that it will impact 
public safety, reduce the level 
of funding available to the 
Service and minimise public 
scrutiny of decisions. 

Strategic Risk 11: Information Governance 

 SR11.1 

Failure to protect the 
confidentiality, integrity 
and availability of 
information resulting in 
inefficient/ineffective 
service delivery by the 
Council and its partners, 
service interruption, harm 
to individuals, reputational 
damage, legal action or 
fines 

Burns, Jane High 20 High 16 High 20 High 20 High 20 High 20 

The number of breaches 
continues to increase. This 
reflects increased awareness. 
All breaches are investigated 
and lessons learned shared 
with the relevant service area. 
Training is targeted to this 
area where breaches occur. 

 SR11.2 

Failure to implement the 
General Data Protection 
Regulation. Failure to 
safeguard born-digital 
records. 

Burns, Jane High 20 Low 6 Moderate 9 Moderate 9 Moderate 9 Moderate 9 

The Information Board 
receives regular updates on 
GDPR compliance against a 
'maturity assessment. GCC 
has made good progress. 
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Strategic Risk 12: Climate Change 

 SR12.1 

Failure of the 
Council/Gloucestershire to 

adapt to a more volatile 
climate, with rising 
temperatures, continually 
high and increasing energy 
prices and the increasing 
need to reduce carbon 
emissions. 

Chick, Colin High 25 
Moderate 

10 
Moderate 10 

Moderate 
10 

Moderate 10 
Moderate 

10 

In summary for Q3 (reported 
in arrears): 
- GCC corporate emissions 
remain significantly ahead of 
target, due to the on-going 
LED street lighting works. 
Improvements to Shire Hall 
and the trial of pool cars. 
- Renewable energy 
generation on the Council's 
estate remains 
limited.  Options for further 
investment are being 
investigated. 
  

The Council will host a climate 
change summit jointly with 
Gfirst Local Enterprise 
Partnership in May 2019, to 
review the Council's ambition 
and the effectiveness of its 
policies in delivering 
sustainable development in 
Gloucestershire, with the 
ambition for Gloucestershire 
to be carbon neutral by 2050. 
  
GCC continues to be a 
member of Defra's Local 
Advisory Adaptation Panel 
(LAAP), which is looking at 
how to encourage local 
authorities to take action, 
together with what a 'good' 
local authority looks like. 

Strategic Risk 13: Uncertainties arising from the UK leaving the EU 

 SR13.1 

Uncertainties arising from 
the UK leaving the EU with 
the possible impact on 
funding and policy change 
affecting Gloucestershire 
County Council and Local 
Government in general 

Burns, Jane High 25 High 16 High 16 High 20 High 20 High 20 

Officers are participating in 
the Local Resilience Forum 
discussions. Gloucestershire 
does not have any high risk 
sectors at present. 

 


